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Regulators and policymakers across the Northeast continue to
focus on consumer protection, cybersecurity, and financial services
compliance.

This week's developments include proposed New York City legislation that could significantly expand
private enforcement of consumer protection requirements, an action involving vehicle pricing and
Al-generated information, a multistate data security settlement addressing third-party vendor oversight,
and a $33 million New York enforcement action involving alleged BSA/AML compliance deficiencies.

Key Developments
New York City POWER Act Would Expand Private Consumer Protection Enforcement

The New York City Department of Consumer and Worker Protection (DCWP) proposed the People and
Organizations Winning Economic Relief (POWER) legislation to the New York City Council. The
proposed legislation would provide a private right of action for unfair methods of competition and
unfair, deceptive, abusive, or unlawful acts or practices.

The legislation would permit individual and class actions and allow plaintiffs to seek compensatory,
injunctive, and declaratory relief. Small businesses with four or fewer employees and gross revenue of
less than $5 million would be exempt from suit, and the legislation would establish a three-year statute
of limitations.

If enacted, the legislation could permit private actions for violations of numerous New York City rules
that do not currently provide a private right of action, including the recently revised DCWP debt
collection rule.

Proposed Legislation

New York City Challenges Vehicle Pricing and Advertising Practices

The New York City Department of Consumer and Worker Protection filed an action against an online
vehicle marketplace alleging deceptive vehicle pricing and advertising practices.

DCWP alleges that advertised reduced prices do not adequately disclose certain mandatory fees, down
payment requirements, and trade-in requirements that can result in higher actual vehicle prices.


https://www.hudsoncook.com/attorney/thomas-quinn-jr/
https://legistar.council.nyc.gov/LegislationDetail.aspx?ID=8281387&GUID=0ED7DA7E-2B4A-4223-B0AF-BB232C59035C&Options=ID|Text|&Search=1105

The agency also challenges the company's use of price ratings describing certain listings as "Good
Deals" or "Great Deals," as well as an Al-powered chatbot that DCWP alleges could lead consumers to
believe they are receiving a bargain on a vehicle.

DCWP Press Release:

Complaint

New York and Connecticut Reach Data Security Settlement Addressing Vendor Oversight

The Attorneys General of New York and Connecticut entered into an Assurance of Discontinuance with
a health care organization and its IT management provider following a data breach that compromised
personal information belonging to approximately 825,000 New York residents and 62,871 Connecticut
residents.

The Attorneys General alleged deficiencies involving vendor management and information security
practices, including alleged failures to implement common information security policies and
procedures, use commonly accepted security tools, and adopt an incident response plan.

Under the settlement, the organizations will pay approximately $2.7 million in penalties to New York and
Connecticut and are required to strengthen security practices designed to protect private information.

New York Attorney General Press Release

Assurance of Discontinuance

New York DFS Imposes $33 Million Penalty Over Alleged BSA/AML Compliance Deficiencies

The New York Department of Financial Services (DFS) entered into a Consent Order with a foreign bank
and its New York branch resolving an investigation into alleged violations of New York Banking Law and
deficiencies in the bank's Bank Secrecy Act/anti-money laundering (BSA/AML) compliance program.

DFS alleged gaps in the bank's BSA/AML program, including inadequate customer due diligence and
insufficient measures to mitigate heightened money laundering risks associated with certain high-risk
clients.

DFS also alleged deficiencies involving due diligence of high-risk correspondent banking relationships,
client files, AML risk calculations, and procedures governing correspondent banking relationships.

The Consent Order imposes a $33 million penalty.

DFS Press Release

Consent Order

Why It Matters


https://www.nyc.gov/site/dca/news/71-26/mamdani-administration-sues-cargurus-deceiving-new-yorkers-ai-chatbot-hidden-junk-fees  Complaint
https://www.nyc.gov/assets/dca/downloads/pdf/media/DCWP-CarGurus-Summons-Complaint.pdf
https://ag.ny.gov/press-release/2026/attorney-general-james-and-attorney-general-tong-secure-27-million-pediatric
https://ag.ny.gov/sites/default/files/settlements-agreements/boston-children-s-health-physicians-llp-and-xtium-assurance-of-discontinuance-2026.pdf
https://www.dfs.ny.gov/reports_and_publications/press_releases/pr20261015
https://www.dfs.ny.gov/system/files/documents/2026/10/ea20261015-order-skandinaviska-enskilda-banken-ab.pdf

These developments reflect continued regulatory attention to both traditional consumer protection
requirements and emerging compliance risks involving technology and third-party relationships.

The proposed POWER Act is particularly noteworthy because it could significantly expand private
enforcement of New York City consumer protection requirements, including rules that currently do not
provide a private right of action. For companies subject to the city's revised debt collection
requirements, the proposal could add another layer of potential litigation exposure.

The vehicle marketplace action demonstrates regulators' continued attention to advertised prices,
mandatory fees, and the use of Al-generated information in consumer transactions. At the same time,
the New York and Connecticut data security settlement underscores the importance of effective
third-party vendor oversight, while the DFS enforcement action highlights continued scrutiny of
BSA/AML programs, customer due diligence, and correspondent banking relationships.

Related Content

For additional analysis and ongoing coverage of state and federal developments, explore the following
Hudson Cook and CounselorLibrary.com resources:

CounselorLibrary.com Reporters - In-depth coverage of enforcement, litigation, and regulatory trends
impacting consumer financial services.

https://counselorlibrary.com/public/products-Ir.cfm

State Watch - Timely updates on state-specific legislative and regulatory activity.

https://hudco.com/insights-subscribe.cfm

Upcoming Webinars - Practical insights and discussion on emerging issues, including recent Attorney
General actions.

https://hudco.com/news.cfm?itemType=event

Hudson Cook will continue to monitor regulatory and enforcement developments across the Northeast.

Hudson Cook, LLP provides articles, webinars and other content on its website from time to time
provided both by attorneys with Hudson Cook, LLP, and by other outside authors, for information
purposes only. Hudson Cook, LLP does not warrant the accuracy or completeness of the content, and
has no duty to correct or update information contained on its website. The views and opinions
contained in the content provided on the Hudson Cook, LLP website do not constitute the views and
opinion of the firm. Such content does not constitute legal advice from such authors or from Hudson
Cook, LLP. For legal advice on a matter, one should seek the advice of counsel.
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